TrRATICCM

Finnish Transport and Communications Agency

Ilmailun Kyberriskipaja

Traficom 11.3.2020
Tomi Salmenpaa



AVIATION ECOSYSTEM

£

'

~—

Air/Ground

~"Operations \/
& Dispatch /

= Satellite Communications
(SATCOM)

—
e

ComeaRity

GateLink
(Wireless)

centre” ~

Aircraft data '\
& parts
suppliers

_ -

\

Warehouse

Engineering




System of Systems

—Aviation is a global ecosystem, similar risks
everywhere

—Local specialities
- Environment, governance, culture etc.

—Limited resources and expertise,
everywhere
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Introduction to Risk Management
Aspects

- Information security risk
management in the safety
context

— Coordination between aviation
security, safety and
information security experts is
a key
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Introduction to Risk Management
Aspects

— Different levels in risk
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Introduction to Risk Management

Aspects

- Different levels in risk
management
—Organizational level

— Iaw standards (ISO
31000/27005 etc.)
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RISK ASSESSMENT
METHOD 1
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RISK ASSESSMENT
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RISK ASSESSMENT
METHOD 3

* Risk Assessment

Output

* Criteria for

Assessment

*  Security measure and

assurance
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