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Finnish Transport and Communications Agency'’s list of NIS2
entities (Registry of entities)

Controller Controller’s contact details
Finnish Transport and Communications PO Box 320, FI-00059 TRAFICOM, Finland
Agency (Traficom) kirjaamo@traficom.fi

telephone +358 29 534 5000

Contact details of the controller's data
protection officer

PO Box 320, FI-00059 TRAFICOM, Finland
tietosuoja@traficom.fi
telephone +358 29 534 5000

If your message contains confidential, secret
or otherwise sensitive content or a personal
identity code, please use Traficom’s secure
email.
Grounds for and purpose of the data processing

Personal data is processed based on Article 6(1)(c) of the EU General Data Protection Regu-
lation (compliance with a legal obligation to which the controller is subject). Traficom’s legal
task is based on the supervisory authority’s obligation to maintain a list of entities in the
sector they supervise referred to in Article 27(2) of the NIS 2 Directive (EU 2022/2555), in
section 41 of the Cybersecurity Act and in section 18 a of the Information Management Act.

In accordance with the requirements in the NIS 2 Directive, the Cybersecurity Act (124/2025)
and the Information Management Act (906/2019), contact details of entities subject to the
legislation will be collected in the list of NIS2 entities from the following sectors supervised
by Traficom:

Transport

Manufacturing (transport and vehicles)

Space

Postal and courier services

Public administration

Research organisations

Digital infrastructure entities

Digital service providers

Managed ICT service providers and managed security services

The purpose of the data collection is to improve national and international situational aware-
ness and cooperation and to achieve better reaction capabilities for the supervisory authority
and the national CSIRT.
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Data content

The data undergoing
processing

The dataset includes the entities’ contact details in accordance with
the requirements of the Directive and the Act, such as address details,
telephone numbers, email addresses, public IP ranges, sector details
(such as information about the sector and about the countries where
the entity is carrying out activities as well as information on whether
or not the entity is an essential entity), and information on participa-
tion in a voluntary cybersecurity information-sharing arrangement. In
some cases, the email address and/or telephone number may be the
entity representative’s personal address or number.

Sources of the pro-
cessed data (where
data is received
from)

Data is primarily collected from the entities themselves with an elec-
tronic online form in accordance with section 41 of the Cybersecurity
Act and section 18 a of the Information Management Act. Data can
also be obtained from the exchange of messages between the control-
ler and the person filling in the notification form or other contact per-
son.

Storage period of
personal data

Traficom stores personal data as long as it is necessary to carry out
the legal obligation. The data is deleted within five years from the
end of the calendar year during which the entity has been deleted
from the list of entities.

Data processing

Recipients and cate-
gories of recipients
of personal data (to
whom personal data
is disclosed)

In accordance with Article 3 and Article 27 of the NIS 2 Directive and
section 41 of the Cybersecurity Act, as the supervisory authority,
Traficom is obligated to share relevant information from the registry
of entities with the Finnish Transport and Communications Agency sin-
gle point of contact who is primarily responsible for submitting the
relevant information to the European Commission, the NIS Coopera-
tion Group and the European Union Agency for Cybersecurity ENISA.
The CSIRT unit has the right to obtain information about the list of
entities from the supervisory authority. In addition, when it comes to
public authority cooperation indicated in section 45 of the Cybersecu-
rity Act, it is possible to share information among other supervisory
authorities indicated in the Cybersecurity Act.

Processing of per-
sonal data on behalf
of the controller

Personal data is not processed on behalf of the controller by other
parties.

Transfer of personal
data to third coun-
tries outside the
EU/EEA

The data will not be transferred outside the EU/EEA.

Automated decision-
making and profiling

Data is not processed automatically and no profiling is done.

Rights related to the processing of personal data

About exercising rights
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You can exercise your rights by submitting a request to Traficom by email or post. The con-
troller’'s contact details are listed in this privacy statement under the section ‘Controller’s
contact details’.

The right to lodge a complaint with the supervisory authority

If you believe that your personal data is being processed in violation of legislation, you may
lodge a complaint with the Office of the Data Protection Ombudsman.

Office of the Data Protection Ombudsman
PO Box 800, FI-00531 Helsinki, Finland
tietosuoja(at)om.fi

tel. +358 29 566 6700

Right of access The data subject has the right to obtain from the controller confirma-
tion as to whether or not personal data concerning him or her is being
processed. If processing takes place, the data subject has the right to
access the personal data.

Right to rectifica- The data subject has the right to obtain from the controller without
tion undue delay the rectification of inaccurate or incorrect personal data.
Right to object This right does not apply to the processing operations in question be-

cause the personal data is processed based on a legal obligation.

In situations where the processing of personal data is based on public
interest, the exercise of official authority vested in the controller or
the legitimate interest of the controller or a third party, the data sub-
ject has the right to object to the processing of personal data con-
cerning him or her.

If a data subject uses his or her right to object, the controller must
stop the processing of the personal data, unless the controller demon-
strates compelling legitimate grounds for the processing which over-
ride the interests, rights and freedoms of the data subject, or for the
establishment, exercise or defence of legal claims.

If personal data is processed for direct marketing purposes, the data
subject has the right to object to the processing without any specific
grounds.

In situations where personal data is processed for statistical or re-
search purposes, the data subject may object to the processing on
grounds relating to his or her particular situation, in response to which
the controller must stop processing the data subject’s data, unless the
processing is necessary for performing a task carried out for reasons
of public interest.

Right to restriction The data subject has the right to obtain from the controller restriction

of processing of processing if:

- the data subject contests the accuracy of the personal data

- the processing is unlawful, but the data subject opposes the
erasure of the personal data and requests the restriction of its
use instead

- the controller no longer needs the personal data for the pur-
poses of the processing, but it is required by the data subject
for the establishment, exercise or defence of legal claims
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- the data subject has objected to the processing of the personal
data pending the verification of whether the legitimate grounds
of the controller override those of the data subject.

Right to data porta- |This right does not usually apply to the processing operations in ques-
bility tion because the personal data is processed for compliance with a le-
gal obligation.

The data subject has the right to receive the personal data concerning
him or her, which he or she has provided to the controller, in a struc-
tured, commonly used and machine-readable format and the right to
transmit those data to another controller without hindrance from the
controller to which the personal data have been provided, where the
processing is based on consent or on a contract and the processing is
carried out by automated means.

Right to erasure This right does not usually apply to the processing operations in ques-
tion because the personal data is processed based on a legal obliga-
tion.

In situations where the legal basis for the processing of personal data
is something other than compliance with a legal obligation, the data
subject has the right to obtain from the controller the erasure of per-
sonal data concerning him or her. The requested data will be erased
unless the controller has a legal basis for refusing to erase the data,
such as a legal obligation to retain the data.

Right to withdraw This right does not apply to the processing operations in question be-
consent cause the personal data is processed based on a legal obligation.

Insofar as personal data is processed on the basis of the consent of
the data subject, the data subject may withdraw his or her consent at
any time by notifying the controller of the withdrawal. Withdrawing
consent will not affect the lawfulness of processing carried out on the
basis of the consent of the data subject before its withdrawal.
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