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» CryptoLocker X

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos
docurnents, etc, Here is a complete list of encrypted files, and you can personally werify
this.

Encryption was produced using a unigue public key RSA-2048 generated for this
computer. Ta decrypt files vou need to obtain the private key.

The 5II‘Ig|E ED[J',I' i n’r the priv :|1'|-' ke, which will allow vou to decrypt the files, | I‘Elhz'd
: ot of will destroy the key after
_'[:IE'I:Ihlz'd in this ---.-n‘u‘h T, u1'h-r that, nuhud!_.r and never will be able to r__‘run- files

To obtain the private key for this cormputer, which will autornatically deceypt files, you
need to pay 300 USD [ 300 EUR | similar amount in another currency,

Click «Mext» to select the method of payment and the currency,

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.
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Perheyrityksen sahkoposti kaapattiin -
|aljet nayttavat johtavan Kiinaan ja
\igeriaan

23012019 - 1455

Perheyritys koki tiistaina jarkytyksen, kun isa ja poika totesivat, etta
heidan valinen sahkopostiviestittely on kaapattu.
|dentiteettivarkaus kavi ilmi perattomasta ja muhkeasta laskusta.



@ @ A index of fmedicall ¥ +

i 18- (i) Inte siker | 18892 24819:44

Index of /medicall

Hame Last modified Size Description

@ Parent Directory =

J 201b96d902adefa860e0fdda191cf5988188.92.255.13:5060 . wav 2017-03-13 09:10 44
J 2011edd147a99c4c355d3cIcddd 1 eeee  wav 2016-06-21 23:49 44
£ 2013/ 2013-12-05 14:46 -
32014/ 2014-12-01 01:00 -
) 2015/ 2015-12-01 01:00 -
206/ 2016-12-01 01:00 -
2017/ 2017-12-01 01:00 -
32018/ 2018-12-01 00:00 -
32015/ 2019-02-01 00:02 -
[P Makefile 2015-10-26 16:30 503
C)callparam/ 2015-10-26 15:54 -
%] do.sh 2019-02-13 15:11 0

JA mh-20160524-002803-0706001832-0842842957-1464049543, 37224 .way 2016-05-24 02:28 97K
J mh-20160524-003216-0706001832-0842842957- 1464049890, 37442 ,wav 2016-05-24 02:32 102K
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HYPPONEN’s LAW

Jos se oalykas



Haittaohjelmafotka
tartuttavat kodinkoneita

& g &
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Protocols SHANCHAT?
@;j
BACnet: 19,530
DNP3: 588

EtherNet/IP: 3,943
Modbus: 13,949

Miagara Fox: 23,294
Miagara Fox with 55L: ‘59
Siemens S7: 2,701







@mikko
The long lifetime of connected cars creates another question; how long should

the manufacturers provide security patches for their cars?
3% 5 years

26% 10 years

22% 50 years

1,122 votes

F-Secure?



Pl Kohsuke Kawaguchi
@kohsukekawa

Over the air update of a Toyota car in progress
while the car is driving. Wow!
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lisalmen Sanomat: .
Hakkeri iski lypsyrobottiin

ja soitti yli tuhannen unom
euron laskun

hluuallas -
nsuon jaan?

I 4

Kuvan lehmé ei ole syyp&a tapahtuneeseen. KUVA: Petri Hakkarainen
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